
Module 4: Data Governance and Digital 
Trust

Key concept: Understanding data governance and 

digital trust under the AfCFTA Digital Trade Protocol



1.Part IV of the Protocol: Data Governance (Articles 20–23)

1.1. General Principle: Data Governance

 Data governance refers to the set of rules, procedures, 

and mechanisms that regulate the collection, storage, 

use, and transfer of data.

 Its objective is to ensure a balance between the free 

flow of data necessary for digital trade and the 

protection of individuals’ fundamental rights.

.



1.Part IV of the Protocol: Data Governance (Articles 20–23)

Part IV (Articles 20–23) of the AfCFTA Digital Trade Protocol aims to:

 Promote the secure and responsible circulation of data among Member 

States

 Require each State to adopt a national legal framework on data 

protection

 Guarantee fair and non-discriminatory treatment of data originating from 

other Member States

 Encourage the innovative use of data for socioeconomic development.

In summary: data governance seeks to protect privacy while stimulating 

Africa’s digital economy.

1.2. Objectives under the AfCFTA



2.1. Overall Objective of the Annex

The Annex seeks to harmonize data transfer rules among AfCFTA

Member States to ensure that data flows are free, secure, transparent, 

and equitable

2.2. General Principles 

• Remove regulatory barriers to data transfers;

• Facilitate data exchanges while protecting personal data;

• Establish common rules on security, transparency, and accountability;

• Strengthen cooperation among States and enhance African business 

competitiveness.

2. Operational Principles in the Annex on Cross-Border Data 

Transfers



2.3.1. Establish a National Legal FrameworkAdopt a national data 

protection law consistent with AfCFTA principles : 

• legality, fairness, transparency, security, minimization, accountability.

• Establish a national Data Protection Authority responsible for ensuring 

compliance and coordinating with other States

2.3.2. Continental Cooperation and Harmonization

 Promote interoperability between national systems and laws.

 Establish mechanisms for cooperation in handling cross-border data 

breaches .

 Encourage the exchange of best practices and development of 

common standards.

2. Operational Principles in the Annex on Cross-Border Data 

Transfers

2.3. State Obligations



2.3.3. Transparency and Notification

 Publish laws, regulations, and policies relating to data 

 Promptly notify any legislative changes or major incidents affecting 

data protection.

2.3.4. Data for Development

 Promote regional and continental data infrastructures

 Encourage the use of public data for research, innovation, and 

economic planning.

2. Operational Principles in the Annex on Cross-Border Data 

Transfers

2.3. State Obligations



2. Operational Principles in the Annex on Cross-Border Data 

Transfers

2.4.1. Compliance with Data Protection Principles

Businesses must:

 Process data lawfully, transparently, and securely;

 Limit collection to what is necessary ;

 Ensure data security and confidentiality.

2.4.2. Rights of Data Subjects

They must guarantee:

 The right of access, rectification, erasure, and objection ;

 A clear and accessible privacy policy .

2.4. Enterprise Obligations 



2. Operational Principles in the Annex on Cross-Border Data 

Transfers

2.4.3. Notification and Accountability
 Notify authorities and affected persons in case of data breaches ;

 Obtain explicit consent before sharing data with third parties.

2.4.4. Transparency and Oversight
 Publish internal data management policies ;

 Submit to the supervision of competent authorities.

In summary: Data Governance

States must harmonize, protect, and cooperate;

Enterprises must protect, inform, and secure.

Together, these measures ensure a safe and equitable data flow within Africa’s digital 

market..

2.4. Enterprise Obligations 



3. Part V of the Protocol: Digital Trust (Articles 24–29)

Digital trust relies on the security, transparency, and 

accountability of digital actors.

It aims to create an environment where users, businesses, 

and governments can interact online without fear of fraud, 

data theft, or cyberattacks.

3.1. General Principle



3. Part V of the Protocol: Digital Trust

👉 Protection of Source Code :Ensures the protection of technological trade 

secrets and intellectual property, while allowing public authorities limited access 

for reasons of public interest such as national security, anti-fraud, or regulatory 

compliance.

👉 Cybersecurity:States must secure networks, prevent cyberattacks, and 

strengthen system resilience through national laws, Computer Emergency 

Response Teams (CERTs), and regional and continental cooperation.

👉 Access to the Internet:The AfCFTA upholds the right to equitable, open, and 

non-discriminatory Internet access. States are encouraged to promote network 

neutrality, competition, and the reduction of the digital divide.

3.3. The Six Pillars of Digital Trust (Articles 24–29)



3. Part V of the Protocol: Digital Trust

👉 Online Consumer Protection:States must protect consumers from 

deceptive commercial practices, fraud, and abuse on digital platforms. 

Businesses must ensure transparency in pricing, sales terms, and refund 

policies.

👉 Unsolicited Commercial Communications:This pillar aims to combat spam 

and intrusive electronic communications. Companies must obtain prior consent 

and ensure users can opt out at any time.

👉 Online Safety and Security:Establishes a framework to prevent online 

threats such as cyberbullying, dissemination of illegal content, disinformation, or 

digital manipulation. States must adopt protective laws, harmonize frameworks, 

and cooperate among authorities.

3.3. The Six Pillars of Digital Trust (Articles 24–29)



4. Supporting Annexes for Digital Trust

Objective: Establish a continental framework for cybersecurity, consumer 

protection, and combating online abuse.

State Obligations:

 Enact cybersecurity legislation covering cybercrime and user protection;

 Establish national incident response teams (CERTs);

 Develop regional cooperation mechanisms to combat cyber threats.

Enterprise Obligations:

 Implement technical security measures (authentication, encryption, access 

control);

 Report major security incidents;

 Protect consumers from fraudulent or deceptive content.

4.1. Annex on Online Safety and Security



4. Supporting Annexes for Digital Trust

4.2. Annex on Source Code Disclosure

Objective:Regulate source code disclosure to safeguard national 

security while protecting intellectual property and innovation.

State Obligations:

 Define legitimate public interest grounds for disclosure 

(security, investigation, compliance);

 Establish secure procedures ensuring confidentiality in source 

code disclosure.

Enterprise Obligations:

 Cooperate with authorities in investigations within legal limits;

 Protect technologies from unauthorized access or misuse.



5. Conclusion

Data governance and digital trust are the two 

cornerstones of Africa’s digital transformation under 

the AfCFTA.

They ensure that:

 Data circulates freely yet securely;

 Digital transactions are reliable;

 Citizens and businesses operate within a digital environment 

grounded in transparency, security, and continental 

cooperation.
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