
Module 3: Digital Trade Facilitation

Understanding the Pillars of Digital Trade 
Facilitation under the AfCFTA Digital Trade Protocol



1. Part III of the Protocol: Digital Trade Facilitation

1.1. Trade Facilitation according to the WTO:

Trade facilitation involves simplifying, modernizing, and harmonizing 

cross-border trade procedures to make exchanges faster, less costly, 

and more efficient.

The WTO Trade Facilitation Agreement (TFA), which entered into 

force in 2017, aims to reduce administrative formalities and border 

obstacles through cooperation between customs authorities and the 

use of electronic technologies.



1. Part III of the Protocol: Digital Trade Facilitation

1.2. Trade Facilitation in the AfCFTA Context

Digital trade facilitation goes beyond physical goods. It extends to the movement of data, digital 

services, and online transactions, ensuring their smooth and secure flow across African borders.

 Simplification: Reducing administrative procedures and paperwork through digital tools 

(electronic certificates, online customs, e-payments).

 Modernization: Moving from paper-based to interconnected digital systems.

 Harmonization: Aligning national legal frameworks and technical standards to ensure 

interoperability among States.

 Trust: Establishing electronic identification and authentication mechanisms to secure 

transactions.

 In summary, digital trade facilitation under the AfCFTA aims to enable 

paperless, seamless, and secure trade, supported by reliable infrastructure 

and a harmonized legal framework at the continental level.



2. The 12 Pillars of Facilitation under the Protocol

A three-level structure of the pillars?

This structure shows how the pillars interconnect 

to create a reliable and functional digital 

environment for cross-border trade.



2. The 12 Pillars of Facilitation under the Protocol

Level 1: The FOUNDATION (Base)

This level represents the infrastructure and legal framework essential for secure 

and harmonized operation across the continent.

(1)Digital Infrastructure (Art. 18)

The most fundamental layer — physical networks (fiber optics, submarine cables, 

4G/5G networks), IXPs, electricity, and cloud services enabling connectivity and data 

exchange. Without infrastructure, digital trade cannot exist.

(2)   Electronic Transactions Framework (Art. 16)

The “legal foundation.” It establishes the basic principles giving electronic transactions 

the same legal value as paper-based ones, ensuring legal certainty for all other pillars.

A three-level structure of the pillars?
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2. The 12 Pillars of Facilitation under the Protocol

A three-level structure of the pillars?

Level 2: OPERATIONAL TOOLS (Operation)

This level groups the concrete applications and services that digitize trade 

processes and interactions between businesses, governments, and citizens.

(3)   Paperless Trade (Art. 10)

Role: Digitizes trade documents (customs declarations, certificates of origin, bills of 

lading).

(4 Electronic Contracts (Art. 12)

Enables the legal conclusion of contracts electronically.

(5)  Electronic Invoicing (Art. 13)

Digitizes the invoicing process, making it faster and more cost-effective.
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2. The 12 Pillars of Facilitation under the Protocol

Level 2: OPERATIONAL TOOLS (Operation)

(6)  Electronic Transferable Records (Art. 17)

A major advance — allows for electronic equivalents of negotiable instruments like bills 

of lading or promissory notes, essential for logistics and trade finance.

(7  Logistics and Last-Mile Delivery (Art. 11)

Role: Focuses on optimizing physical supply chains through digital tools (tracking, 

traceability, warehouse management)

(8)Digital Payments (Art. 15)

Facilitates fast, secure electronic settlement of commercial transactions, including 

cross-border ones.
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2. The 12 Pillars of Facilitation under the Protocol

Level 3: TRUST GUARANTEES (Trust)

This level is crucial for building confidence in the digital environment. It 

provides mechanisms to authenticate identities, ensure data integrity, and 

secure transactions.

(9)   Electronic Trust Services (Art. 8)

Provides trust services such as advanced electronic signatures and seals that 

authenticate and secure documents and transactions.

(10)   Electronic Authentication (Art. 9)

Provides processes and technologies to verify the identity of parties in online 

transactions.
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2. The 12 Pillars of Facilitation under the Protocol

Level 3: TRUST GUARANTEES (Trust)

(11)   Digital Identities (Art. 14)

Establishes a framework for reliable and interoperable digital identity systems, 

serving as the cornerstone for accessing all other services (payments, 

signatures, etc.).

(12)   Interoperability and Mutual Recognition (Art. 19)

The “connector” that makes the entire system function at the continental level, 

ensuring that systems, signatures, and digital identities from one Member State 

are recognized in another.
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3. Supporting Annexes to Digital Trade Facilitation

3.1.1. Objective

To establish a secure, interoperable, and mutually 

recognized framework among States for digital identities, in 

order to strengthen trust and streamline digital trade under 

the AfCFTA.

3.1. Annex on Digital Identities (Article 14 of the Protocol)



3. Supporting Annexes to Digital Trade Facilitation

3.1. Annex on Digital Identities (Article 14 of the Protocol)

3.1.2. What States Must Do

Establish a national digital identity system for citizens and businesses.

Ensure a high level of authentication (biometrics, PIN codes, electronic 

signatures).

Notify their systems and issuing authorities to the AfCFTA Secretariat.  

Guarantee non-discrimination and equal protection among African identities.

Protect personal data and ensure confidentiality of information.

Harmonize technical standards to enable interoperability and mutual recognition.



3. Supporting Annexes to Digital Trade Facilitation

3.1. Annex on Digital Identities (Article 14 of the Protocol)

3.1.3. AfCFTA Digital Identity

Creation of a continental digital identity enabling citizens and businesses to 

be recognized across all Member States

→ An African digital passport to facilitate transactions and economic mobility.



3. Supporting Annexes to Digital Trade Facilitation

3.1. Annex on Digital Identities (Article 14 of the Protocol)

3.1.4. Cooperation and Transparency

States must publish their rules, share best practices, and cooperate 

with regional institutions to develop common standards.

In summary: States must secure, harmonize, and 

mutually recognize their digital identity systems to build 

cross-border trust and support an integrated African 

digital market.



3. Supporting Annexes to Digital Trade Facilitation

3.2. Annex on Cross-Border Digital Payments (Article 15 of the 

Protocol)

Objective

To establish a harmonized, safe, and interoperable 

framework for digital payments between AfCFTA

Member States, in order to reduce costs, 

accelerate transactions, and boost intra-African 

trade.



3. Supporting Annexes to Digital Trade Facilitation

3.2. Annex on Cross-Border Digital Payments (Article 15 of the 

Protocol)

3.2.1. What States Must Do

 Adopt a legal and regulatory framework promoting digital payments and equitable access to 

payment infrastructure.

 Promote innovation and competition through fintechs, sandboxes, and new technologies 

(mobile money, APIs, central bank digital currencies).

 Encourage the use of African local currencies for cross-border settlements and cooperate 

to improve their convertibility.

 Mutually recognize the payment systems and instruments of other Member States.

 Promote technical interoperability of payment systems at regional and continental levels 

(PAPSS).



3. Supporting Annexes to Digital Trade Facilitation

3.2. Annex on Cross-Border Digital Payments (Article 15 of the 

Protocol)

3.2.2. Security and Trust

States must:

 Adopt measures for cybersecurity, anti-money laundering, counter-

terrorism financing, and data protection.

 Prevent fraud and deceptive practices in digital payments.

 Establish effective consumer protection and dispute resolution

mechanisms.

 Cooperate through national emergency response teams to address 

digital payment incidents.



3. Supporting Annexes to Digital Trade Facilitation

3.2. Annex on Cross-Border Digital Payments (Article 15 of the 

Protocol)

3.2.3. Cooperation and Harmonization

 Cooperate among central banks, regulators, and fintechs to develop integrated 

payment systems.

 Harmonize laws on security, data protection, and cybersecurity to ensure a 

coherent continental approach.

In summary:

States must connect, secure, and harmonize their payment 

systems to enable fast, reliable, and inclusive cross-border 

digital transactions, forming the foundation of an integrated 

African financial market.
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