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Geneva Launch Event: 
“The Application of the Rome Statute of the International Criminal Court to Cyberwarfare”
Wednesday, 6 April 2022, 13:15-14:45, Room XXIII, Palais des Nations, Geneva
We invite you to an in-person launch event for a recent report on the application of the Rome Statute of the International Criminal Court (ICC) to cyberwarfare and a discussion on the role the ICC may play in the regulation of warfare as it evolves in the 21st century. 

More and more sectors are expanding their influence into the digital space, which brings great opportunities, but also the danger that in conflict situations this power may be abused to commit crimes of aggression, war crimes, crimes against humanity, and genocide using cyberspace. Soon, if not already, it will be possible to exercise more power through the use of new technologies and the online sphere. Foreign interference in national elections and hacker attacks on governmental institutions and existential infrastructure have already become reality in certain countries. But not only states are at risk of cyberattacks, also international organizations, civil society organizations and individuals could fall victims to such infringements. 

Recently, one of the largest international humanitarian organizations, the International Committee of the Red Cross, became victim to a cyberattack where sensible data of more than 500’000 vulnerable people was stolen. This event underlines the urgency of developing international standards in regards to cyberwarfare. 
Two UN-mandated groups – the Group of Governmental Experts on Advancing Responsible State Behavior in Cyberspace in the Context of International Security (GGE) and the Open-ended Working Group on Developments in the Field of Information and Telecommunications in the Context of International Security (OEWG) – have been unequivocal in their conclusion that international law applies to cyberspace. In parallel to the work of the GGE and OEWG on the application of international law to cyberspace, 11 States Parties to the Rome Statute of the ICC created a Council of Advisers to explore the specific role of the Rome Statute in the regulation of cyberwarfare. The Council is composed of experts in the las on the use of force and cyberwarfare. 
In October 2021, the report of the Council of Advisers on the Application of the Rome Statute of the ICC to Cyberwarfare was officially presented during the UN’s International Law Week in New York in October 2021. Realizing the potential of the Rome Statute in this area means such crimes could currently be prosecutable at the ICC without the need for statutory amendment. Increased awareness of the ICC’s ability to prosecute such crimes raises the profile of the world’s only permanent international criminal court to address the challenge of regulating new technologies. 

The panel discussion will be followed by a Q&A session.
When:


Wednesday, 6 April 2022, 13:15– 14:45
Where:


Room XXIII, Palais des Nations, Geneva
Opening Remarks: 
H.E. Ambassador Kurt Jäger, Permanent Representative of Liechtenstein to the UN in Geneva 
Panelists:  

- H.E. Ambassador Jürg Lauber, Permanent Representative of Switzerland



- Mr. Luc Dockendorf, Deputy Permanent Representative of Luxembourg 



- Ms. Cecile Aptel, Deputy Director, The United Nations Institute for Disarmament Research 



(UNIDIR)



- Mr. Kubo Macak, Legal Adviser, International Committee of the Red Cross (ICRC)
Moderator:

H.E. Ambassador Christian Wenaweser, Permanent Representative of Liechtenstein to the UN in 



New York
